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Know Your Critical Facilities

acilities that provide essential goods or

services without interruption are critical

facilities. They contain equipment,
supplies, or processes that depend on utility
resources (e.g., electricity, water, communica-
tions) to sustain uninterrupted output.

The project manager of a critical facility
construction project must know the basic
requirements of limiting interruptions in specific
utility resources and providing the means of
accommodating such interruptions when they
happen. Specific requirements vary with the
resources used and the type of facility.

Types of Critical Facilities

Not all critical facilities have the same needs. Consider
these major categories.

€ Data center. These operate without planned
downtime. They process financial transactions,
insurance claims, and billing. They track inventory,
medical records, and shipments. One second of
power loss can cost hours of downtime and
millions of revenue dollars.

€ Web hosting facilities. Websites lose money
when down. A host with availability problems will
lose clients.

€ Hospitals, nursing homes, and other “always
open” health care facilities. Although they require
backup systems, they seldom require the robust
infrastructure that data centers do. Planned downtime
or a brief loss of utility service may be tolerable.

€ Perishable storage facilities. These house such
items as foods, pharmaceuticals, biological test lab
cultures, and blood. They typically can tolerate
short duration power losses. An extended outage
may cost several million dollars.

€ Infrastructure. Facilities vital to national defense,
public safety, or commerce have minimal tolerance
for downtime. Examples include emergency re-
sponse centers (e.g., 911), police dispatching

centers, shipping docks, airports, rail centers, power
plants, and certain manufacturing in times of war.

€  Industrial and commercial. Many commercial
critical facilities—such as casinos, hotels, certain
retail outlets, and certain manufacturing—can
tolerate short outages, but extended downtime has
severe financial repercussions. For example, since
battery separator plants can sell 100% of their
output, any downtime is revenue lost forever.

Infrastructure Configuration

The Uptime Institute bases data center classification
upon infrastructure configuration. This classification system
can apply to other types of critical facilities:

€ Tierl. Single path power and cooling distribution,
no redundant components, 99.671% availability.
Tier Il. Single path for power and cooling distribu-
tion, redundant components, 99.741% availability.

€ Tierlll. Multiple power and cooling distribution paths
(but only one active path), redundant components,
concurrently maintainable, 99.982% availability.

€ Tier IV. Multiple active power and cooling distribu-
tion paths, redundant components, fault tolerant,
99.995% availability.
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Tier | facilities are susceptible to disruptions
from both planned and unplanned activity. They
may or may not have uninterruptible power
supplies (UPSs) or generators. They tend to be
single-module systems and with many single
points of failure. The infrastructure should be
completely shut down on an annual basis to
perform preventive maintenance and repair work.
Urgent situations may require more frequent
shutdowns.

Tier |l facilities with redundant components
are slightly less susceptible to disruptions from
both planned and unplanned activity. Mainte-
nance of the critical power path and other parts
of the site infrastructure require a shutdown.

Tier Ill facilities allow for planned site
infrastructure activity without disrupting opera-
tions in any way. Planned activities include
preventive maintenance, repair, testing of
components and systems, and more. Sufficient
capacity and distribution must be available to
simultaneously carry the load on one path while performing
maintenance or testing on another path.

Unplanned activities such as spontaneous failures of
facility infrastructure components will still cause disrup-
tions. Tier Ill sites are often designed to be upgraded to Tier
IV when the client’s business case justifies the cost of
additional protection.

Tier IV facilities permits any planned activity without
disruption to the critical load. Fault-tolerance means that
these facilities can sustain at least one worst-case un-
planned failure or event with no critical load impact.

To achieve this, the facility must have a redundant
configuration. Electrically, this means two separate UPS
systems. To address fire and electrical safety codes, there
will still be downtime.

Electrical Needs

Utilities are the normal source of electricity. Because
electricity supports nearly everything (e.g., equipment,
lights, HVAC, security) the source must be reliable. To

gauge reliability, utilities should provide outage informa-
tion—but get agreement on what an “outage” is.

To a data center, it is a few milliseconds of power loss.
To a utility, it may be a 30-second power loss. When
determining electrical needs, consider:

Distance from substation to facility. A greater
distance increases fault likelihood.

€ Cable routing. Underground feeds have a reliability
advantage (e.g., not susceptible to damage from
storms, cars, or wildlife).

€ Alternate feeds. This means providing two or more
primary circuits to the facility. These should
originate from separate substations and have
“diversified” routes to the facility. Discuss the
diversified routing issues with the owners, the
consulting engineers, and the utility.

€ Location. Locating the facility in a heavy industrial
area may adversely affect power quality and there-
fore uptime. Another customer may cycle large
motors or other equipment—producing sags and
surges in the supply.
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Backup Power Systems

acility types and their tolerance for

power failure will dictate the type,

size, and quantity of the backup
system(s) needed. Backup systems include
uninterruptible power supplies (UPSs), stored
energy systems and generators.

UPS

UPSs protect against momentary power
loss, and range from desktop units to large
multi-module three-phase systems. A major
consideration is the UPS architecture: single-
module vs. multi-module.

A single-module UPS is typically not
expandable into a multi-module system. To
prevent power quality problems due to initial
oversizing or later undersizing, use a single-
mode UPS only where the load is relatively
fixed over time.

A multi-module UPS can expand to accommodate added
load, allowing the UPS to operate close to capacity. When
configured for N+1 module redundancy, multi-module UPSs
may allow maintenance without transferring the load to
bypass—for most maintenance situations, there is always
protection. Improve redundancy by making this UPS one
side of a dual power path UPS plant. Also consider:

Intended load.

Configuration of output distribution.
Redundancy requirements.
Backup time requirements.

Type of battery plant.
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Stored energy

Stored energy systems include flywheels and large
capacitor banks. These systems provide very short
duration ride-throughs. They support the load until the
generator can—but there is no margin for failure. If
generators do not start or automatic transfer switches
(ATS) do not transfer, the loads will crash. Ride-through

is a few seconds, while recovery may take minutes (and
some flywheel systems require 30 minutes). Thus,
stored energy systems may not support the load through
multiple discharges in a short period.

Generators

Standby generators can replace utility power during an
outage. For proper installation, see the National Electri-
cal Installation Standards (NEIS) titled NECA/EGSA
404-2000, Recommended Practice for Installing Genera-
tor Sets (ANSI). (See sidebar on page 8 for information
about the National Electrical Installation Standards.)

Emergency generators may take up to 10 seconds from
a cold start to support the loads. Thus, you should place a
UPS between load and generator. You also may need to
stagger loads, depending on their classification—see
National Electrical Code (NEC) Articles 700, 701, and 702.

An ATS will keep everything connected to the right power
sources. The loads will operate on generator power until
utility power is restored and stable. To ensure correct
interaction with the utility, see the NEIS titled NECA 405-
2001, Recommended Practice for Installing and Commis-
sioning Interconnected Generation Systems (ANSI).
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Electrical Infrastructure

nsufficient infrastructure will

compromise the “critical” aspect of

a facility. A typical manufacturing
plant can schedule shutdowns to perform
maintenance and repairs. A data center
cannot; therefore, it requires concurrent
maintainability (CM). One of the ways to
implement CM is through redundant power.
Also consider grounding, wiring methods,
and power quality monitoring.

Concurrent Maintainability

CM allows maintenance of any portion
of the electrical system—without shut-
down. CM requires two complete mirrored
electrical systems.

Under normal conditions, neither system
operates at more than 45% capacity. CM also
requires configuring each end device (e.g.,
server, network switch) for dual power sup-
plies—each sized to support the total load,
should one fail. CM applies to mechanical plants, building
automation, communications, security, and other major
systems.

Use diversified power paths when possible. Physical
separation of distribution systems reduces the chance of
damaging both sources during a catastrophic event.
Ideally, the two circuits will not meet until the point of use.
To achieve this, physically separate the redundant equip-
ment.

Place each service entrance and downstream equip-
ment in its own room, separated from its mirrored
system with fire-rated walls. Provide physical separation
between primary switchgear, substation transformers,
generator plants, motor control centers, battery rooms,
and chiller rooms.

Redundant Power

CM and fault tolerance are two primary benefits of
electrical system redundancy. Dual utility feeds from

Concurrent maintainability (CM) allows maintenance of any portion of
the electrical system—uwithout shutdown. CM requires two complete
mirrored electrical systems.

separate substations provide a high level of redundancy, but
the expense requires a cost/benefit analysis. If the size of
the facility dictates multiple service entrances, install
separate primary circuits.

Every component of the electrical system requires
maintenance over its service life—and that means
supporting critical loads while powering down. A standby
generator can support critical loads while the primary
switchgear is bypassed and powered down. If a genera-
tor is unavailable, include a wraparound bypass source.
Carefully consider maintenance bypass paths.

Generator redundancy helps support loads in the event
of a generator failure. Providing a mirrored generator plant
(N+N) can be expensive for a backup system. A common
solution is to provide two generator plants, each supporting
one side of the critical distribution path.

Designing each plant to an N+1 configuration (one
redundant engine in each plant) provides CM for any genset.
Utilizing TIE circuit breakers to redirect the generator power
flow will provide additional selectivity.
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Grounding

A deficient grounding system can cause system
malfunctions, equipment failures, and personal
injuries. NEC Article 250 provides the minimum
requirements for grounding safety. It does not present
the best practices for critical facilities.

Consult the appropriate IEEE and industry-specific
grounding standards, including the NEIS titled NECA
331 - Recommended Practice for Grounding and
Bonding Buildings and Service Entrances. Best
grounding practices for critical facilities include:

€ Provide supplemental grounding electrodes

(buried ground ring, grounding counterpoise,
deep metal well casing and chemical ground
rods), connected to the water service,
building steel, and other components of the
grounding electrode system.

Provide a dedicated equipment ground
conductor for every branch circuit.

Provide a signal reference grid under the
raised floor in computer rooms and other
raised floor areas.

€ Have alightning protection engineer review

lightning protection system issues.

Wiring methods

Use NEC Chapter 3 as a starting point. The electrical
specifications should specifically ban aluminum conductors.
All conductors should be copper with insulation suitable to the
location and application. Terminate cable to bus detail with
two-hole compression lugs, wherever possible. Limit the use
of mechanical lugs to branch circuit breaker terminations and
to neutral and ground bars in typical 42-pole type
panelboards. Supply each branch with dedicated neutral
conductor when a neutral is required.

Power Quality Monitoring

Integrated Power Quality Monitoring (PQM) of the
electrical system can be a valuable tool for troubleshooting

Power quality monitors, strategically placed in the electrical
system, can capture power quality issues that may impair
operation of critical loads.

electrical problems. An array of power quality monitors,
strategically placed in the electrical system, can capture
power quality issues that may impair operation of the
critical load. It can provide powerful diagnostic tools for
identifying failed or failing components, overloaded circuits,
unusual load flows, and other potential issues before they
become major problems.

Install PQM meters wherever power quality may be
deficient. Locations include the service entrance, generator
bus or distribution board, UPS output distribution boards,
and UPS branch circuit distribution board(s).

There may be other locations to monitor, based upon the
cost of failure and other information desired. When the initial
design progresses to the “value engineering” phase, the
PQM system is usually one of the first items sacrificed.
This is a costly way to “save money.” You can think of it as
“budget-based failure.”
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Specifications & Commissioning

to ensure that an installation meets the
specifications. Here are some practical tips
to use when reviewing specifications and
commissioning requirements.

Specifications

Review any specifications carefully,
before completing the project Work
Breakdown Structure. For various reasons,
specifications can easily have holes or
modifications that result in cost over-runs
and other problems. To ensure sufficient
detail, review them for:
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lear specifications are vital to
the success of any project.
Commissioning may be used

Equipment details. Some
equipment has long lead times for
delivery. Specify the exact needs.
Identify where “equivalent” is
acceptable.

Spare parts. Specify which components need
spares for commissioning, so a failure does not
derail the project schedule. Consider spare parts
kits for normal operation.

Commissioning. Review the section on commis-
sioning requirements and allow for proper commis-
sion in the schedule and budget. Specify who is
responsible for what.

Operator training. This is a prime target for scope
creep and runaway cost. Specify the requirements
and details early. The scope of the training should
include normal operation, emergency operation,
and operational theory.

Commissioning

Commissioning proves the installation meets specifica-
tions. The degree of commissioning and the time required
will vary with the complexity of the installation. Identify

these requirements as early as possible. The main focus is
testing, which consists of five levels:

1.

Factory witness testing. Project representa-
tives visit the factory to ensure selected compo-
nents meet specifications.

Site verification. Also called “freight on board”
inspection. Site personnel verify delivered compo-
nents meet specifications.

System construction verification. Verify, before
start-up, components work together in the system,
and the system meets specifications.

Individual system operation. Typically includes
start-up calibration and component testing.
Integrated system testing. Validates systems
interact per design.

For more information on commissioning, see the NEIS
titted NECA 90 - Recommended Practice for Commissioning
Building Electrical Systems and NECA EDL Aspects of
Electrical Testing.
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Conclusion

Il concerned parties should

confer early in the design

phase to establish the specific
requirements for a given facility.

Project teams must integrate these require-
ments into the project planning. Errors and
omissions not corrected early in the project will
compound as the project progresses, with
resulting cost over-runs and other ramifications.

First, categorize the facility, then determine
its criticality tier. Next, consider the infrastruc-
ture configuration and electrical needs.

Once you get to know your requirements,
calculate the type, size, and quantity of the
backup system(s) needed. Backup systems
include uninterruptible power supplies (UPSs),
stored energy systems and generators.

Keep in mind the electrical infrastructure,
because insufficient infrastructure could
compromise power. Critical facilities often
require concurrent maintainability, through
redundant power. Grounding, wiring meth-
ods, and power quality monitoring all play a
part in the electrical infrastructure.

Finally, review project specifications to
ensure they are clear and specific. Ensure
that any specifications fit the needs of the
building, keeping in mind the criticality tier.

When commissioning is used, identify the
degree of commissioning and the time
required, based on the complexity of the
installation. Cover all five levels of testing--
including factory witness testing, site verifica-
tion, system construction verification, indi-
vidual system operation, and integrated
system testing.

About NEIS .

National Electrical Installation
Standards (developed by NECA in
partnership with other industry organi-
zations) are the first performance stan-

dards for electrical construction. They N ationa l
go beyond the basic safety requirements E l ectr , ca l
of the National Electrical Code to I i I l f'
clearly define what is meant by installing nsraiarion

Standards

products and systems in a “neat and
workmanlike” manner. Al NEIS are

submitted for approval by the American
National Standards Institute (ANSI).

Referencing NEIS saves spec-writing time and provides
unprecedented control over workmanship and long-term
performance. As an enforceable part of the contract docu-
ments, NEIS significantly reduce misunderstandings among
engineers, electrical contractors, owners, and facility managers.

With NEIS, the electrical installation you design not only
meets code, but it meets the shared expectations of everyone
involved. Customers get a top-quality job and firms enjoy a
reputation for long-term reliability.

Find out more about the National Electrical Installation
Standards (NEIS) at www.neca-neis.org.
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